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Business Resiliencgy
one important piece of the IBHS plan for
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2012 High Wind Commerciaést

(videos)

Nttps:// vimeo.com/4592123wall failure)

Nttps:// vimeo.com/45989910(overhead view)

nttps://vimeo.com/4592076Yrollup door failure)
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Halil ¢ A Persistent Cause of Loss
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Manufacturing Realistiddallstones

(video)

A https:// vimeo.com/60100334(hail introduction)
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2013 HailDemonstration

(videos)

A https:// vimeo.com/60091069demo highlights)

A https:// vimeo.com/59582153constructing the test
specimen)

A https:// vimeo.com/59580611developing the cannons)
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1 In 4 businesses forced to close after
disaster, never reopens.
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A Sunday, October 28, 2012
2922999

A Sunday, August 23, 1992
2922999

A Saturday, May 21, 2011
7?77?77

A Wednesday, January 8, 2014
2922999

A Monday, January 27, 2014
2922999
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If today wereX 0 K|y 02Y

A Sunday, October 28, 2012
Hurricane Sandy

A Sunday, August 23, 1992
Hurricane Andrew

A Saturday, May 21, 2011
EF5 Tornado in Joplin, MO

A Wednesday, January 8, 2014
WV Chemical Spilll

A Monday, January 27, 2014
POt Fyoul Qa {yz
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Natural Disasters Wreak Havoc on

Small Businesses

A Majority of small businesses operate from a single
location, making them more vulnerable compared
to larger companies

A Between 60,00@ 100,000 small businesses were
negatively impacted as a result of Hurricane Sandy

A Median cost of downtime for a small business due
to extreme weather is $3,000 per day

A 1/3 of small business owners have been personally
affected by extreme weather

12 Fl
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Natural Disasters Wreak Havoc on
Small Businesses

A 57% of small businesses have no disaster recovery
plan, and of those that do have a plans, 90% spend
less than 1 day per month maintaining them

A Sandy cost 86,000 jobs in November 2Q12
manufacturing, retailing, leisure & hospitality
Industries particularly hit

A Sandy cost the economy more than $50 billgthe
most expensive disaster globally in 2012

13 i
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What Is Business Continuity?




Benefits & Value of
Business Continuity Planning

A Safeguarchumanlife
A Save property & resources A

A Reduce time making critical decisions

A

A Recover business functions quicker

A Shorten the recovery window

A Ensure customer services & confidence
A Ensure job security

A Increase employee confidence & morale
A Retain share of market ..
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Hazard & Vulnerability Assessment
Know Your RIsks

Frequencyg The
likelihood that the
event will occur.

Severity¢ The
amount of damage
the eventis
capable of causing
your business

Earthquake
Tornado/Wind
Hurricanes
Floods
Volcanic
Eruptions
Severe Winter
Weather
Wildfire
Drought
Sinkholes

S

/ NATURAL \ / POLITCAL \

L L

Strikes

Riots

Civil Disturbances
Bomb Threat
Biological Threats
Nuclear Threat
Acts of War

v

« v ool T

SECURITY \[ ACCIDENTS \( LOSS OF:

Privacy
Viruses
Hackers

Data Theft
Counterfeiters
Cybercrime

Human Error
Fires/Explosions
Water Damage
Building Collapse
Environmental
Contamination

( MAN-MADE

e Sabotage
e Product
Tampering
e Scandal
e Workplace
Violence
e Sexual
Harassment
e Fraud / Theft
e Arson

Q Terrorist Attack /

/ TECHNOLOGICAL\
e Software Failure
e Hardware Failure
e Power OQutage
e Data Corruption
® Cooling System

Failure
* Wiring and Cables
e Mechanical
Systems
e Communications

N

\

e Key Employee

e Senior Leader

e Subject Matter
Expert

e Key
Supplier/Vendor

® Premises

e Key Equipment

-
KOTHER THREATS\

e Pandemics

e Gas/Water
Shortage

e Media Crisis

e Special Events

e Mismanagement

® Product Liability

E
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Hazard & Vulnerability Assessment

Frequencyg The
likelihood that the
event will occur.

Severity¢ The
amount of damage
the eventis
capable of causing
your business

Know Your Risks

Know Your Risks

Usa this form to review potential threats. Fill in one field for probability and one field for sevarity.
Finally, multiply the probability and severity levels enter the total in the total value column.

Probability (0-5)  Severity (0-5) Total

---
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Flooding

(non structural mitigation techniques)
AApply waterproof coating to exterior walls.

ASeal wall penetrations including where utilities enter th
building.

AAnchor fuel tanks and other storage tanks to prevent

flotation.
ACheck gutters & downspouts that they are not blocked
by debris.
2 o il
Sa— ' AKeep vines of exterior walls to

avold cracks in siding.
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Wind, Hurricanes &ornadoes
(non structural mitigation techniques)
ARemove loose objects and accumulated debris from
roofs.

AKeep trees and branches at least 7 feet away from
exterior building surface.

ASecure garbage cans, outdoor furniture, signs, awning
and tools & replace gravel/rock landscaping with
shredded material they can become windborne debris.

AEquip roHup and overhead
doors with wind locks.



http://www.disastersafety.org/wp-content/uploads/2006hurricane-damage-commercial-business_ibhs109.jpg
http://www.disastersafety.org/wp-content/uploads/2006hurricane-damage-commercial-business_ibhs109.jpg

Gathering Information




Know Your Operations
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Know Your Operations
(including your supply chain)

Know Your Operations

Updated:
Next Review Dat
BUSINESS FUNCTION:
Priority: 1 Extremely High I High O Medium
Employee in charge:
Timeframe or deadline:

1 fines imposed) if not done:
Obligation: £ None O ] egulatory O Financial

Who performs this What is needed to perform
function? (Listall that apply) this function? (wist all that apply)
Employees:

Suppliers/vendo

Who helps perform this Who uses the output from
function? (List all that apply) this function? (Listall that apply)

Employees: Empl
Suppliers/vendo Suppliers/Vendo

Brief description of how to complete this function:

yrkaround methods:

2 Insurance Institute for Business & Home Safety



Know Your Employees

Know Your Employees

) :
uding the business owner Updated:
rm for each employee.  Mext Review Date:

Alternate phone:

Mobile phone:

Certifications:

[IFirst Aid (3 Emergency Medical Technician (EMT) O CPR [J Ham Radio
ot

A Special license

Local Emergency Contact

Full nam
Relationshi

e phone: Mobile Phon

Out of State Emergency Contact

Full nam
Relationshi

Mobile Phon

Home Safety
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Know Your Key Customers,
Contacts, Suppliers & Vendors

stomers

Contacts

\en

dors

Know Your Key Customers,
Contacts, Suppliers and Vendors

those you could use Updated:
e the form for each contact.  Next Review Date:

CONTACTTYP!

3 Current Supplier/Vendor ack-Up Supplier/Vendor ( Key Customer/Contact

Company /Individual Name:

Account Number :

City, State, Zip:
Company Phone:
Web

Company Representative
Primary Contac

Title

Office Phone

m of the Insuranc Home safety
iment at disa:
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Have a Communication Plan

for Your Employees
ACall Tree

o Landline
o Mobile
o Text

o Emall

ACallin Number
o Employee Emergency Wallet Card

ASocial Media (Facebook, Twitter, Linked|
etc.)

\ ACompany Intranet

A3 PartyEmergency or Mass Notification
Systems o




County Emergendyformationc
North Carolina

Sign up for...

o0 EMERGENCY NOTIFICATION

Keeping citizens informed.

26



County Emergency
Information¢ South Carolina

Sign up for...

i 2d

RED

Keeping citizens informed.

In
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Have a Communication Plan for
Customers, Suppliers & Key Contac

Customers
ASign on business door

AUpdates on Company website

AProvide status of pending orders,
delivery schedules, alternate
arrangements

Suppliers & Vendors

AArrange alternate delivery methods/ 7

Creditors
APaymentarrangements

28 l Insurance
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el b e A NEYIE TH _
B Know Your Information Technology &

Vital Records

v

‘ - -
40 gy
QQ 0 I ﬁ
D D l - . . Know Your
l 1' 1, L - Information Technology
D D - Use this form to list the computer equipment, ha i Updated:

N
l D U 0 Computer Equipment/Hardware ) Computer Software ([ Vital Records

'v

3

e
L3

Item:
~
itle and Version/Model Number:
U D l 110 ‘Customer Nurmber:
L h 3 Registered User Nam
] 112 e
D l U L ! » Quantity (equipment) or Number of Licen: )
(W S e
License Number:

Primary Supplier/Vendor:

-
0
i
-
E—l
-
-
b—l
-
-
'S

Name of vital record:

ju-
-
L-
-
=
E_J
L5

- 1 . Name of Busi Function Vital Record Suppor
l’ 1% L Tpeoteds

the Record be Recreated?
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e
-
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Know Your Finances

Know Your Finances

Updated:
sider and plan for your business’ Updated
e avent of a disruption. Next Review Date:

Overall Business Needs

Have you worked with your bank to set up a line of credit for your company?
Who ponsible to activate it and who has access to it?
How much cash would be needed to survive a 3-day, 5-day, 10-day, or longer shutdown?

For what purpose is the cash n

Do you have sufficient cash te pay for various additional services that
might be needed, such as janitorial or security services?

Do you have a company credit card that could be used for emergency purchases?
Who is authorized to use the credit card?
Will you be able to pay your bills/accounts payable?
Do you have procedures in place to accommodate a business disruption?
Will you be able to continue to accept payments from customers/accounts receivable?
o you have procedures in place to accommedate a bu ss disruption?
Have you identified an alternate location where you can work?

Human Resources

In the event of a widespread disaster, how will payrell be handled?
If your business is forced to shut down temporarily, will some or all employees continue to be paid?
For how long?
Will they be able heir sick and, time without tion?
Are there union consideratiol
Have your employees been made awar: r policies that will be
If banks are closed, will y b provide payroll-cashing services?
What is your business’ poli h advances, check cashing, and employee loas
Will your

&Home Safety
Daownlaad
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Know When to Update Your Plan

Al S Yé o0dzaAySaaQ Nxaala 2N K
A Has my business added new departments, products, or service

A Have the priority levels of my documented business functions
changed?

A Has my business added or changed any suppliers/venkieys,
contacts or key customers?

A Isthe contact information ugo-date for existing
suppliers/vendors, key contacts and key custorﬁer_s |

A Havel updated information on speC|aI|zed

function?

32




Know When to Update Your Plan

A Have there been any staffing chan@es

A Does my company telephone call list need to be updated to
reflect new staff personal/emergency contact informatibn

A Are the right responsibilities assigned to the right Saff
A Can | put in place any new protection devices, safeguards or
LINE OSRdzZNB & G2 NBRdJzO&Zardg?2 0 dza A
A Are workaround or secondary methods written
and documented in a manner that my -

T

employees can understand and act on them? “ 7

/ ,;:;?,:-,

A Have | reviewed my insurance coverage with i |
agent? £ J

33 ‘:



Know When To Test Your Plan

Know When to Test Your Plan : Know When to Test Your Plan
Table Top Exercise: Power Outage Scenario Table Top Exercise: Power Outage Scenario

Itis a hot, rainy Friday moming. The current tis now M. Emp e asking if t s now 7 onday, three d e Exercise Debrief:
time is 11-30 AM. Suddenly, the lights go out . ) | h .
and all of the computers, printers, and copiers ower t red for se d d 1 . . What s missing your plan?
turn off. For a few seconds, there is silence . open for b . . . What worked well in this scenario?
before the chatter begins to pick up. One of your What instructions will you convey to your <
emergency lights comes on, but the rest are not employees? Customers? Vendors? - n re or asking fo . What could you do differently next time
working. While many of the offices have windows 7. Are you going to declare a disaster in order 7 that would improve your resp
to provide minimal light, the majority of the activate your business continuity plan? 3. List the actions you will take
hallways and interior rooms are left in the dark. . Continue your discussion with 0 improve your plans.
the following guestions:
How are people within the organization
Take the first 10 minutes to discuss commun g with each other
what you will do next. sending and res ges, information, Exercise Wrap Up:
5 ow are they
n with other stakehc

! I e stakenol This completes the exercise. In order to maximize what can be learned from this effort, have all participants write
your customers and clien e mec

down their thoug| nd concel n address these and the debrief issues at future meetings.
Is there a pre-determined and agreed _
upon central meeting place for company Note
leaders, management,

Isthere a copy of your busin:

plan that you can easily retrieve

Now what are you going t
Is your tech mputer room
being dealt with? By whom?
Has someone turned off all computers, 3. How would you find an appropriate place to
printers, and equipment to prevent operate from for the remainder of th

urge when er is restored? For the next one or two weeks, if nec
Is your phone system down? How are you . Have you begun an assessment that includ
going to manage the phone lines? an evaluation of the status of employae:

cust , operations, and external utilitie:

Are there any business processes for

How would you ensure that customer
concerns are manag

Have you begun to determine how much data
st and how that will affect your operations?

are asking, “How will |
know if | should come fc Menday:

Exercise Date:

Home Safety

34
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Testyour Planwith Various
Typesof Exercises

AScenarieBased Tabletop Exercise
ABuilding Evacuation Exercise
ANotification Exercise

AAlternate Site Exercise

AFull ActivatiorExercise
APandemic Tabletop Exercise

AWork-from-Home Plan Exercise

Insurance
35 [ peetei
"I Home =
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Know Where To Go For Help

THE EASY WRAY TO PREPARE YDUR
BUSINESS FOR THE UNEXKPECTED.

perty and return to normal opera

organizations such as the police, fire and emergency me 5
rking together with outside n be beneficial bec:
over quickly from a disaster.

agencies

Refer to the resources bel
for and recover from natural or other types of

Insurance Institute for
Business & Home Safety

tool Kit, IBHS provides fre

property protection guidelines, recommendations

and proj all businesses. The Institute also
offers post-disaster recommendations on repairing and
rebuilding to make your building(s) stronger and safer
the next time a disaster strikes.

American Red Cross

Among other disaster preparedness and response
services, the Red Cross offers a number of preparedness
training programs and resources for workplaces,

and individuals.

W I c org

Business Civic Leadership

Center - Disaster Help Desk

The BCLC Help Desk is designed to enhance community
omic recovery after a disaster. The Help Desk

DisasterAssistance.gov

Provides information on how you might be able te get
help from the federal government before, during and
after a disaster. If the President of the United States
makes help available to individuals in your community
aftter a disaster, you can visit this site to apply online.

&Home Safety

= , 0
use they

about implementing disaster safety re

Federal and Local Emergency
Management Agencies

Even the largest, most widespread disasters require a
local resp Local emerg management programs
are the core of the nation's emergency management
system.

http:

Internal Revenue Service-Disaster
Assistance and Emergency

Relief for Businesses

The IRS offers audio presentations about planning for
disaster. These presentations discuss business continuity
planning, insurance coverage, record keeping and other
recommendati fter a major
disaster.

fi liv al Sir
Small Business Administration

other forms of as:
disaster.

marketing, production, organization, engineering and
technical probles s well a:

2 Insurance Institute for Business & Home Safety



Additional FREE Resources

Red Cross
Ready Rating"

Program

American
+ Red Cross

http://www.readyrating.org/

v

Ready

Prepare. Plan. Stay Informed.

Preparedness Planning for Your Business

http://www.ready.gov/

PREPARE

BUSINESS

http://www.preparemybusiness.org/

Continuity Planning Guidance

http://www.ready.gov/sites/default/files/
Business_Continuity Planning_Suite.zip

Big Business - Small Business
Emergency Management
Mentorship Program

Helping Small Businesses Prepare,
Prevent, and Respond to Emergencies

37 http://www.disasterb2bmentor.org/BBSB/



Insurance will Help you
AFFORI[Ib Recover

ABusiness Income & Extra Expense
AContingent Business Interruption
ASupply Chain

AServices Interruption/Off Premises Power
Alnterruption by Civil or Military Authority

AExtra Expense
AEquipment Breakdown
ACyber Risk

AKey Man

38 l Insurance
institute for
111 Business &
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Common Excuses for NOT Planning

A We thought it would never happen to us
A We had more important things to think about
A We thought we were too small to need a plan

A We backed up our computers and thought
that was enough

A2S RARYQU (1y26 ¢KSND
A We thought we had no risk

A It takes too much time EXCUSES
A It takes too much money

39




Choosing your Business Continuity

Planner
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Paper Plans Still Important

How important are papem(z[sed |

BC plans?
55.6%Essential

24.8% Quitelmportant
19.2%6 Notimportant

AAs backup in case electronic copies
are unavailableConverselyelectronic
versions shoulde availableas
backup to paper copies. Neither is
"better" than the other on their own|

ANo electricity- no computers- no
business. Hence, paper copies of the
BCplanas reference documents are
very important.

AHavevarious copies in all media
formats.Paper copies at work, home,
trunk of car,including copies in the
cloud, company server, etc.

-3
=
=
=
=
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=
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=
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Promote Employee Awareness

A Business Continuitifacebook page

or onCompany Intranet
A Newsletters featuring BC article
A Lunchn-Learn meetings

A Posters & Flyers

A Contests

A Training Videos

A Preparedness Campaigns
A Email Reminders & Alerts
A Business Continuity Day

42




Promote Personal Preparedness

ABasic necessitiesdownload a copy of the
Recommended Personal Emergency
Preparedness Supplyst (ready.gov)

AContact information for family members,
neighbors, doctors, dentists,

utility providers

(birth certificates, marriage licens
Insurance policies, medical histor
etc.)

ACreate a plan using a free online
tool and/or mobile app  yge:




Avolid Business Continuity Pitfalls

A CloselyGuarded Secret
A Outdated

A Lack of Buyn

A A Book of Lists

A Not Prioritized

A Untested

A Based on a Specific Scenario

44




Disaster Planning Made Easie

Know Your Risks f = Know Your Operations Know Your Employees.

EMPLOYER NAME:

Know Your Key Customers, ) », "
Contacts, Suppliers and Vendars I ¢ Know Your Finances
comac Tvee

Company ndividual Name:

Prepared by the Insurance 'I'HE Ensv

Institute for Business -

& Home Safety (IBHS), WAY 10 o N
which is an independent, FHEPARE Z
nonprofit, scientific research
and communications vn““
borﬁanizﬂﬁon sypported B“sl"Ess
y the property insurance
industry. The Institute works Fn n TH E
to reduce the social and “"E“FEETEB_
economic effects of natural P \ BUSWESS FOR THE UNEAPEETED.
disasters and other risks on C 157 B plaey Know Where To Go for Help
residential and commercial
property by conducting
building science research Insurance
and advocating improved Institute for
construction, maintenance Bg:!'r;ass &
and preparedness practices. M Esafety”

DisasterSafety.org/opefor-business
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EVen
Disaster Planning Made Easie

Available on the

App Store

e for
o [y
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>
§ @ OFB-EZ Mobile
Home

Risks
Employees
Contacts
Operations

Info Technology

Finances

<2 OFB-EZ Mobile

Beth Nigut

Bruce Kelley

Jason Bogart

Lisa Hamilton

Ron Jean Executive Vice President

OFB-EZ Mobile

Administration

Human Resources

Marketing

Employees

Employee Name
Bruce Kelley
Position/Title
dent &
Address

7 Mulberry Street

50309

Operations

Priority
Ex High
Function Name

Human Resources

Employee in Charge
Beth Nigut

Time Frame
6 hours

Fines Imposed

Obligation

¥ Legal
Contractual

. A%

iPod & 10:13 AM -

OFB-EZ Mobile

azo

iPod & 10:13 AM 14
< Back Employees  Edit —+

Sorted by Name from A - Z, pull to change.
EMC INSURANCE C ANIES
i o & Beth Nigut Vice President/HR
Risks
Bruce Kelley President & CEO
Employees
Jason Bogart Senior Vice Presid
Contacts
Kevin Hovick Executive Vice Pre...
Operations
Lisa Hamilton Vice President/Co...
Information Technology
. Ron Jean Executive Vice Presid...
2 4+ i Finances

iPod = 10:13 AM iPod & 10:14 AM

( Employees Bruce Kelley £ Operations Human Resources

Name Function Name

Position / Title Priority
President & CEO
Employee in C
717 Mulberry Beth Nigut
City Function Recovery Time
Des Moines ' 6 Hours
Zip Code and State Cost for Non-Performance
]
Obligations

Office ~ Legal

Type [C] Contractual

Email

~ Regulatory

47
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www.DisasterSafety.orc
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